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1130 STAFF LIAISON COMMITTEES
1130 STAEF LIAISON COMMITTEES

The Board of Education encourages the Superintendent to maintain close liaison with staff members in
order to coordinate district programs and operations, to consult with appropriate staff members in
developing administrative regulations and formulating recommendations for Board consideration, and to
detect and resolve problems as they may arise.

The Superintendent is authorized to establish such staff liaison committees as he/she may deem
necessary.

No staff liaison committee can be delegated the authority to make decisions or take action that is
reserved to the Board or the Superintendent. Committee reports and recommendations may be
advisory only.

Adopted:
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1140 AFFIRMATIVE ACTION PROGRAM (M)

M

[See POLICY ALERT No. 191 and 209]

The Board of Education shall adopt and implement written educational equality and equity policies in
accordance with the provisions of N.J.A.C. 6A:7 — Managing For Equality And Equity In Education.

The Board’s affirmative action program shall recognize and value the diversity of persons and groups
within society and promote the acceptance of persons of diverse backgrounds regardless of race, creed,
color, national origin, ancestry, age, marital status, affectional or sexual orientation, gender, gender
identity or expression, religion, disability, or socioeconomic status. The affirmative action program will
also promote equal educational opportunity and foster a learning environment that is free from all forms
of prejudice, discrimination, and harassment based upon race, creed, color, national origin, ancestry, age,
marital status, affectional or sexual orientation, gender, gender identity or expression, religion, disability,
or socioeconomic status in the policies, programs, and practices of the Board of Education.

The Board shall inform the school community it serves of these policies in a manner including, but not
limited to, the district's customary methods of information dissemination. The Board shall develop a
Comprehensive Equity Plan once every three years, which shall identify and correct all discriminatory
and inequitable educational and hiring policies, patterns, programs, and practices affecting its facilities,
programs, students, and staff.

The Board shall assess the district's needs for achieving equality and equity in educational programs
based on an analysis of student performance data such as: National Assessment of Educational Progress
and State assessment results, Pre-Kindergarten through grade twelve promotion/retention data,
Pre-Kindergarten through grade twelve completion rates; re-examination and re-evaluation of
classification and placement of students in special education programs if there is an over representation
within certain groups; staffing practices; student demographic and behavioral data; quality of program
data; and stakeholder satisfaction data prior to developing the Comprehensive Equity Plan. The purpose
of the needs assessment is to identify and eliminate discriminatory practices and other barriers in
achieving equality and equity in educational programs.

The Board shall annually designate a member of its staff as the Affirmative Action Officer and form an
Affirmative Action Team, of whom the Affirmative Action Officer is a member, to coordinate and
implement the requirements of N.J.A.C. 6A:7 — Managing For Equality And Equity in Education. The
Board shall assure that all stakeholders know who the Affirmative Action Officer is and how to access
him or her.
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The Affirmative Action Officer shall have a New Jersey standard certification with an administrative,
instructional, or educational services endorsement, pursuant to N.J.A.C. 6A:9B et seq. The Affirmative
Action Officer shall: coordinate the required professional development training for certificated and
non-certificated staff pursuant to N.J.A.C. 6A:7-1.6; notify all students and employees of district
grievance procedures for handling discrimination complaints; and ensure the district grievance
procedures, which include investigative responsibilities and reporting information, are followed.

The Affirmative Action Team shall: develop the Comprehensive Equity Plan pursuant to N.J.A.C.
6A:7-1.4(c); oversee the implementation of the district's Comprehensive Equity Plan pursuant to N.J.A.C.
6A:7-1.4(c); collaborate with the Affirmative Action Officer on coordination of the required professional
development training for certificated and non-certificated staff pursuant to N.J.A.C. 6A:7-1.6; monitor the
implementation of the Comprehensive Equity Plan; and conduct the annual district internal monitoring to
ensure continuing compliance with State and Federal statutes governing educational equality and equity,
pursuant to N.J.A.C. 6A:7-1.4(d).

The Board shall provide professional development training to all certificated and non-certificated school
staff members on a continuing basis to identify and resolve problems associated with the student
achievement gap and other inequities arising from prejudice on the basis of race, creed, color, national
origin, ancestry, age, marital status, affectional or sexual orientation, gender, gender identity or
expression, religion, disability, or socioeconomic status. All new certificated and non-certificated staff
members shall be provided with professional development training on educational equality and equity
issues within the first year of employment. Parents and other community members shall be invited to
participate in the professional development training.

The Commissioner or his/her designee shall provide technical assistance to local school districts for the
development of policy guidelines, procedures, and in-service training for Affirmative Action Officers so
as to aid in the elimination of prejudice on the basis of race, creed, color, national origin, ancestry, age,
marital status, affectional or sexual orientation, gender, gender identity or expression, religion, disability,
or socioeconomic status.

N.J.A.C. 6A:7-1.4; 6A:7-1.5; 6A:7-1.6

Adopted:
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1210 BOARD-SUPERINTENDENT RELATIONS

The Board of Education believes that it is the primary duty of the Board to establish policies and the
primary duty of the Superintendent to implement and administer those policies.

The Superintendent, as Chief Administrative Officer of the school district, is the primary professional
advisor to the Board. Policy should not be adopted or revised without consultation with the
Superintendent.

The Superintendent is responsible for the development, supervision, and operation of the school
program and facilities and will be given latitude to implement and administer policies in accordance with
such standards as may have been set forth in the policies. The Superintendent will discharge his/her
responsibility in part through the establishment and promulgation of administrative regulations.

In evaluating the effectiveness of Board policy in meeting the goals of the district, the Board will request
the Superintendent to make appropriate inquiries, investigations, and reports.

Cross reference: Policy Guide No. 0132

Adopted:
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1230 SUPERINTENDENT'S DUTIES (M)

M

[See POLICY ALERT Nos. 115 and 192]

Function

The Superintendent shall serve as Chief Executive and Administrative Officer of the district by
implementing policies established by the Board of Education and by discharging the duties imposed on
his/her office by law.

Authority

The Superintendent shall be the Chief School Administrator of the school district and principle advisor to
the Board. He/She may delegate to an appropriate school official any duty not reserved to the
Superintendent by law, but may not delegate the responsibility for duties mandated by law.

Work Relationships

The Superintendent shall report directly to the Board and shall directly or indirectly supervise all persons
employed by the Board.

Duties and Responsibilities

A. In the discharge of his/her responsibility as principle advisor to the Board, the Superintendent
shall:
1. Ensure all aspects of district operation comply with Board policy, State law and district
contracts;
2. Report to the Board on the needs of the district;
3. Advise the Board of any changes or additions that should be made to its policies;
4. Provide the Board with such information as may be needed to ensure the making of

informed decisions; and
5. Perform such other duties as may be assigned by the Board.

B. In the discharge of his/her responsibility for the implementation of the operational action plan of
the district, the Superintendent shall:
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1. Prepare, promulgate, and maintain a manual of administrative regulations;

2. Evaluate the future needs of the district and recommend a district action plan including
goals, objectives, and priorities to the Board;

3. Maintain written objectives to implement the district action plan adopted by the Board;

4. Evaluate progress toward the attainment of the district action plan and report thereon to
the Board; and

5. Report to the Commissioner and the County Superintendent on or before August 1 of
each year matters relating to the schools in the manner and form prescribed by the
Commissioner.
C. In the discharge of his/her responsibility as the administrator of the instructional program, the

Superintendent shall:

1. Establish and maintain a written instructional plan for the schools of the district
consistent with the educational goals adopted by the Board;

2. Coordinate the proper implementation of the instructional plan as it applies to each school
in the district;

3. Evaluate at least annually the effectiveness of the program of studies and recommend
such changes and additions as may be required to improve its effectiveness;

4. Evaluate the performance of students in relation to other public school districts, as well as
in relation to State and national standards;

5. Report periodically to the Board, as directed by the Board, on the condition of the
educational program and facilities in the district; and

6. Keep informed regarding current research in the field of education and inform the Board
as appropriate.

D. In the discharge of his/her responsibility for the direction and welfare of students, the
Superintendent shall:

1. Strive to motivate students to achieve their individual best;

2. Create a climate of respect for authority and discipline in each of the schools of the
district;

3. Report to the Board at its next meeting the suspension of a student; and
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4. Recommend any changes in the program of student management and support as
necessary to respond to district needs.
E. In the discharge of his/her responsibility for the supervision of district employees, the

Superintendent shall:

1. Recommend to the Board all properly certified candidates for employment, assignment,
or transfer;

2. Assign staff so as to achieve maximum effectiveness in the attainment of educational
goals;

3. Train staff as necessary to implement approved changes in the curriculum or instructional
methods of the district;

4. Evaluate the effectiveness of staff members in the performance of their assigned tasks;

5. Recommend changes in staffing patterns based on the evaluation of staff and program
effectiveness; and

6. Discipline staff as required and report to the Board forthwith any suspension of a
teaching staff member.

F. In the discharge of his/her responsibility for the maintenance of the physical plant, the

Superintendent shall:

1. Strive to make efficient use of district resources in the daily operations of the schools;

2. Assign support staff so as to achieve maximum effectiveness from the facilities of the
district;

3. Train support staff as necessary to maintain the facilities and to avoid safety and
environmental hazards; and

4. Evaluate the effectiveness of the district facilities in housing the instructional program
and recommend to the Board such changes and improvements as may be required.

G. In the discharge of his/her responsibility for the management of the district business affairs, the

Superintendent shall:

2.

Supervise the preparation of the annual budget and recommend its adoption to the Board;

Implement the budget adopted by the Board,;
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3. Establish sufficient fiscal controls to ensure that district funds are expended wisely and
efficiently; and

4. Report to the Board at its next meeting any expenditure in excess of a budgeted line item.
H. In the discharge of his/her responsibility as liaison officer to the public, the Superintendent shall:
1. Strive to interpret the needs of the school to the public and the concerns of the public to
the Board,
2. As appropriate, involve members of the public in the review of district needs, community

needs, and the operation of the school programs;

3. Keep the public informed about the accomplishments and challenges of the school
district;

4. Cooperate with the news media; and

5. Work effectively with municipal government officials and public agencies concerned

with the welfare of students.
Evaluation Criteria

The Superintendent will be evaluated in accordance with Policy No. 1240 and this job description.

N.J.S.A. 18A:7A-11; 18A:17-17; 18A:17-18; 18A:17-20;
18A:17-21;18A:22-8.1; 18A:27-4.1; 18A:37-4
N.J.A.C. 6A:8-3.1; 6A:32-4.1; 6A:32-12.2

Cross reference: Policy Guide Nos. 0132, 1220, 1240

Adopted:
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1570 INTERNAL CONTROLS (M)

M
[See POLICY ALERT Nos. 182 and 188]

As a condition of receiving State aid, the school district shall establish specific policies and procedures on
internal controls designed to provide management with reasonable assurance that the district’s goals and
objectives will be met and that meet the requirements of N.J.A.C. 6A:23A-6.5 through N.J.A.C.
6A:23A-6.13. Internal controls shall promote operational efficiency and effectiveness, provide reliable
financial information, safeguard assets and records, encourage adherence to prescribed policies, and
comply with law and regulation.

The specific internal controls contained in N.J.A.C. 6A:23A-6 shall be established together with other
internal controls contained in N.J.A.C. 6A and other law and regulations, required by professional
standards and as deemed necessary and appropriate by district management. The district may submit a
written request to the Commissioner to approve an alternative system, approach, or process for
implementing the internal controls required in N.J.A.C. 6A:23A-6. The application must include
documented evidence that includes, but is not limited to, an independent, third-party written assessment
that the alternative system, approach or process will achieve the same safeguards, efficiency, and other
purposes as the specified internal control requirement(s).

The school district shall evaluate business processes annually and allocate available resources
appropriately in an effort to establish a strong control environment pursuant to the requirements of
N.J.A.C. 6A:23A-6.5. In accordance with the provisions of N.J.A.C. 6A:23A-6.5(b), the School Business
Administrator/Board Secretary shall identify processes that, when performed by the same individuals, are
a violation of sound segregation of duties and shall segregate the duties of all such processes among
Business office staff based on available district resources, assessed vulnerability, and associated
cost-benefit. The district shall include in the Comprehensive Annual Financial Report (CAFR) a detailed
organizational chart for the Central office that tie to the district’s position control logs, including but not
limited to, the business, human resources, and information management functions.

The school district shall establish Standard Operating Procedures (SOPs) for each task or function of the
business operations of the district by December 31, 2009. The SOP Manual shall include sections on each
routine task or function as outlined in N.J.A.C. 6A:23A-6.6(b) and 6A:23A-6.6(c). A standard operating
procedure shall be established that ensures office supplies are ordered in appropriate quantities,
maintained in appropriate storage facilities, and monitored to keep track of inventory.

School districts with budgets in excess of $25,000,000 or with more than three hundred employees shall
maintain an Enterprise Resource Planning (ERP) System which integrates all data and processes of the
school district into a unified system. The ERP system shall use multiple components of computer
software and hardware and a unified database to store data for the various system modules to achieve the
integration. Districts required to maintain an ERP System that do not have an ERP System in place on
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July 1, 2008 shall fully implement an ERP System by the 2010-2011 school year and maintain both the
existing system(s) and run a beta test ERP System during the 2009-2010 school year. Whenever
considering financial systems or the automation of other services or functions, the Superintendent of
Schools or School Business Administrator/Board Secretary shall notify the Executive County
Superintendent in writing to see if opportunities for a shared service system exist. Access controls shall
be established for key elements of financial systems to ensure that a single person does not have the
ability to make system edits that would violate segregation of duties controls.

The school district shall maintain an accurate, complete, and up-to-date automated position control roster
to track the actual number and category of employees and the detailed information for each. Districts are
required to maintain a position control roster by December 31, 2009. The position control roster shall
share a common database and be integrated with the district's payroll system, agree to the account codes
in the budget software, and ensure that the data within the position control roster system includes, at a
minimum, the required information as required in N.J.A.C. 6A:23A-6.8(a)3.

N.J.A.C. 6A:23A-6.4; 6A:23A-6.5; 6A:23A-6.6; 6A:23A-6.7;
6A:23A-6.8

Adopted:
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[See POLICY ALERT Nos. 182, 184, 188 and 221]

M

The Executive County Superintendent shall review and approve for all Superintendents of
Schools, Superintendents of Schools reappointed pursuant to N.J.S.A. 18A:17-20.1, Deputy
Superintendents of Schools, Assistant Superintendents of Schools, and School Business
Administrators, including any interim, acting, or person otherwise serving in these positions, in
school districts, county vocational school districts, county special services school districts and
other districts, except charters, within the County under the supervision of the Executive County
Superintendent:

1. New employment contracts, including contracts that replace expired contracts for
existing tenured and non-tenured employees;

2. Renegotiations, extensions, amendments, or other alterations of the terms of
existing employment contracts that have been previously approved by the
Executive County Superintendent; and

3. Provisions for contract extensions where such terms were not included in the
original employment contract or are different from the provisions contained in the
original approved employment contract.

In counties where there is no Executive County Superintendent, an Executive County
Superintendent from another county shall be designated by the Commissioner to review and
approve all contracts listed above.

The contract review and approval shall take place prior to any required public notice and hearing
pursuant to N.J.S.A. 18A:11-11 and prior to the Board of Education approval and execution of
the contract to ensure compliance with all applicable laws, including but not limited to N.J.S.A.
18A:30-3.5, 18A:30-9, 18A:17-15.1 and 18A:11-12.

In accordance with the provisions of N.J.S.A. 18A:11-11 and N.J.A.C. 6A:23A-3.1(c)1, the
public notice and public hearing required shall be applicable to a Board of Education that
renegotiates, extends, amends, or otherwise alters the terms of an existing contract with a
Superintendent of Schools, Deputy Superintendent of Schools, Assistant Superintendent of
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Schools, or School Business Administrator. In accordance with N.J.S.A. 18A:11-11, notice must
be provided to the public at least thirty days prior to the scheduled action by the Board. The
Board shall also hold a public hearing and shall not take any action on the matter until the
hearing has been held. The Board shall provide the public with at least ten days’ notice of the
public hearing.

In accordance with N.J.A.C. 6A:23A-3.1(c)1, the public notice and public hearing required
pursuant to N.J.S.A. 18A:11-11 shall not apply to new contracts, including contracts that replace
expired contracts for existing employees in one of these positions, whether tenured or not
tenured. Nothing shall preclude a Board from issuing a public notice and/or holding a public
hearing on new contracts, including new contracts that replace expired contracts for existing
tenured and non-tenured employees.

The public notice and public hearing required pursuant to N.J.S.A. 18A:11-11 is also required in
the event an existing contract for a Superintendent of Schools, Deputy Superintendent of
Schools, Assistant Superintendent of Schools, or School Business Administrator is rescinded or
terminated by the Board of Education before it is due to expire and the parties agree to new
employment terms.

In connection with the Executive County Superintendent’s review of the contract, the Board shall
provide the Executive County Superintendent with a detailed statement setting forth the total cost
of the contract for each applicable year, including salary, longevity (if applicable), benefits, and
all other emoluments.

The review and approval of the employment contracts of Superintendents of Schools, Deputy
Superintendents of Schools, Assistant Superintendents of Schools, and School Business
Administrators conducted by the Executive County Superintendent shall be consistent with the
following additional standards outlined in N.J.S.A. 18A:7-8.1 and N.J.A.C. 6A:23A-3.1:

1. Contracts for each class of administrative position shall be comparable with the
salary, benefits and other emoluments contained in the contracts of similarly
credentialed and experienced administrators in other school districts in the region
with similar enrollment, academic achievement levels and challenges, and grade
span.

2. No contract shall include provisions that are inconsistent with the travel
requirements pursuant to N.J.S.A. 18A:11-12 and N.J.A.C. 6A:23A-7 including,
but not limited to, the provisions for mileage reimbursement and reimbursement
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for meals and lodging in New Jersey. Any contractual provision that is
inconsistent with law is superseded by the law.

3. No contract shall include provisions for the reimbursement or payment of
employee contributions that are either required by law or by a contract in effect in
the school district with other teaching staff members, such as payment of the
employee’s State or Federal taxes, or of the employee’s contributions to FICA,
Medicare, State pensions and annuities (TPAF), life insurance, disability
insurance (if offered), and health benefit costs.

4. No contract shall contain a payment as a condition of separation from service that
is deemed by the Executive County Superintendent to be prohibited or excessive
in nature. The payment cannot exceed the lesser of the calculation of three
months pay for every year remaining on the contract with pro-ration for partial
years, not to exceed twelve months, or the remaining salary amount due under the
contract.

5. No contract shall include benefits that supplement or duplicate benefits that are
otherwise available to the employee by operation of law, an existing group plan,
or other means; e.g., an annuity or life insurance plan that supplements or
duplicates a plan already made available to the employee. Notwithstanding the
provisions of this section, a contract may contain an annuity where those benefits
are already contained in the existing contract between the employee and the
district.

6. Contractual provisions regarding accumulation of sick leave and supplemental
compensation for accumulated sick leave shall be consistent with N.J.S.A.
18A:30-3.5. Supplemental payment for accumulated sick leave shall be payable
only at the time of retirement and shall not be paid to the individual’s estate or
beneficiaries in the event of the individual’s death prior to retirement. Pursuant to
N.J.S.A. 18A:30-3.2, a new Board of Education contract may include credit of
unused sick leave in accordance with the new Board of Education’s policy on sick
leave credit for all employees.

7. Contractual provisions regarding accumulation of unused vacation leave and
supplemental compensation for accumulated unused vacation leave shall be
consistent with N.J.S.A. 18A:30-9. Contractual provisions for payments of
accumulated vacation leave prior to separation can be included but only for leave
accumulated prior to June 8, 2007 and remaining unused at the time of payment.
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Supplemental payments for unused vacation leave accrued consistent with the
provisions of N.J.S.A. 18A:30-9 after June 8, 2007 as well as unused vacation
leave accumulated prior to June 8, 2007 that has not been paid, shall be payable at
the time of separation and may be paid to the individual’s estate or beneficiaries in
the event of the individual’s death prior to separation.

8. Contractual provisions that include a calculation of per diem for twelve month
employees shall be based on a two hundred sixty day work year.

9. No provision for a merit bonus shall be made except where payment is contingent
upon achievement of quantitative merit criterion and/or qualitative merit criterion:

a. A contract may include no more than three quantitative merit criteria and
two qualitative merit criteria per contract year.

b. The Executive County Superintendent shall approve or disapprove the
selection of quantitative merit and qualitative merit criteria and the data
that forms the basis of measuring the achievement of quantitative merit
and qualitative merit criteria.

c. A contract may provide for merit bonuses in an amount not exceeding
3.33 percent of annual salary for each quantitative merit criterion achieved
and 2.5 percent of annual salary for each qualitative merit criterion
achieved. Any such merit bonus shall be considered "extra compensation"
for purpose of N.J.A.C. 17:3-4.1 and shall not be cumulative.

d. The Board of Education shall submit to the Executive County
Superintendent a resolution certifying that a quantitative merit criterion or
a qualitative merit criterion has been satisfied and shall await confirmation
of the satisfaction of that criterion from the Executive County
Superintendent prior to payment of any merit bonus.

10. No provision for a bonus shall be made except where payment is contingent upon
achievement of measurable specific performance objectives expressly contained
in a contract approved pursuant to N.J.A.C. 6A:23A-3.1, where compensation is
deemed reasonable relative to the established performance objectives and
achievement of the performance objectives has been documented to the
satisfaction of the Board of Education.
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11.  No provision for payment at the time of separation or retirement shall be made for
work not performed except as otherwise authorized in N.J.A.C. 6A:23A-3.1 and
N.J.S.A. 18A:7-8.1.

12. No contract shall include a provision for a monthly allowance except for a
reasonable car allowance. A reasonable car allowance shall not exceed the
monthly cost of the average monthly miles traveled for business purposes
multiplied by the allowable mileage reimbursement pursuant to applicable law
and regulation and New Jersey Office of Management and Budget (NJOMB)
circulars. If such allowance is included, the employee shall not be reimbursed for
business travel mileage nor assigned permanently a car for official district
business. Any provision of a car for official district business must conform with
N.J.A.C. 6A:23A-6.12 and be supported by detailed justification. No contract
shall include a provision of a dedicated driver or chauffeur.

13. All Superintendent contracts shall include the required provision pursuant to
N.J.S.A. 18A:17-15.1 which states that in the event the Superintendent’s
certificate is revoked, the contract is null and void.

14. No contract shall include a provision for additional compensation upon the
acquisition of a graduate degree unless the graduate degree is conferred by a
regionally accredited college or university as defined in applicable regulations.
No contract shall include a provision for assistance, tuition reimbursement, or
additional compensation for graduate school coursework, unless the coursework
culminates in the acquisition of a graduate degree conferred by a regionally
accredited college or university as defined in applicable regulations.

The review and approval of an employment contract for the Superintendent of Schools shall not
include maximum salary amounts pursuant to N.J.S.A.  18A:7-8.j.

Any actions by the Executive County Superintendent undertaken pursuant to N.J.S.A. 18A:7-8.1,
N.J.A.C. 6A:23A-3.1, and this Policy may be appealed to the Commissioner of Education
pursuant to the procedures set forth at N.J.A.C. 6A:3, Controversies and Disputes.

N.J.S.A. 18A:7-8; 18A:7-8.1; 18A:11-11
N.J.A.C. 6A:23A-3.1; 6A:23A-7 et seq.
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1631 RESIDENCY REQUIREMENT FOR PERSON HOLDING SCHOOL DISTRICT OFFICE, EMPLOYMENT, OR
POSITION

[See POLICY ALERT No. 196]

Every person holding an office, employment, or position in a school district shall have his or her principal
residence in New Jersey in accordance with the provisions of N.J.S.A. 52:14-7.

For the purpose of this Policy, “school district” means any local or regional school district established
pursuant to Chapter 8 or Chapter 13 of Title 18A of the New Jersey Statutes and any jointure commission,
county vocational school, county special services district, educational services commission, educational
research and demonstration center, environmental education center, and educational information and
resource center.

For the purpose of this Policy, a person may have at most one principal residence and the State of a
person's principal residence means the State where the person spends the majority of his or her
nonworking time, which is most clearly the center of his or her domestic life, and which is designated as
his or her legal address and legal residence for voting. Having a home in New Jersey is not significant
enough by itself to meet the principal residence requirement of the law. The fact that a person is
domiciled in New Jersey shall not by itself satisfy the requirement of principal residency.

A person, regardless of the office, employment, or position, who holds an office, employment, or position
in the school district on September 1, 2011, but does not have his or her principal residence in New Jersey
on September 1, 2011, shall not be subject to this residency requirement of N.J.S.A. 52:14-7 while the
person continues to hold office, employment, or position without a break in public service of greater than
seven days.

A person may request an exemption from the provisions of N.J.S.A. 52:14-7 on the basis of critical need
or hardship. The request shall be made to a five-member committee established in accordance with the
provisions of N.J.S.A. 52:14-7 to consider applications for such exemptions. The decision on whether to
approve an application from any person shall be made by a majority vote of the members of the
committee, and those voting in the affirmative shall so sign the approved application. If the committee
fails to act on an application within thirty days after the receipt thereof, no exemption shall be granted and
the residency requirement of N.J.S.A. 52:14-7 shall be operative.

Any person holding or attempting to hold an office, employment, or position in violation of N.J.S.A.
52:14-7 shall be considered as illegally holding or attempting to hold the office, employment, or position;
however, the person shall have one year from the time of taking the office, employment, or position to
satisfy the requirement of principal residency. If such person fails to satisfy the requirement of principal
residency as defined in N.J.S.A. 52:14-7 after the 365-day period, that person shall be deemed unqualified
for holding the office, employment, or position. The Superior Court shall, in a civil action in lieu of
prerogative writ, give judgment of ouster against such person, upon the complaint of any officer or citizen
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of the State, provided that any such complaint shall be brought within one year of the alleged 365-day
period of failure to have his or her principal residence in this State.

Notice of the residency requirements as outlined in N.J.S.A. 52:14-7 and this Policy should be provided to

all existing persons holding office, employment, or a position in the school district and to candidates
seeking to hold office, employment, or a position in the school district.

N.J.S.A. 52:14-7

Adopted:
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2361 ACCEPTABLE USE OF COMPUTER NETWORKS/COMPUTERS AND RESOURCES (M)

The Board of Education recognizes as new technologies shift the manner in which information is accessed,
communicated, and transferred; these changes will alter the nature of teaching and learning. Access to
technology will allow students to explore databases, libraries, Internet sites, and bulletin boards while
exchanging information with individuals throughout the world. The Board supports access by students to
these information sources but reserves the right to limit in-school use to materials appropriate for
educational purposes. The Board directs the Superintendent to affect training of teaching staff members in
skills appropriate to analyzing and evaluating such resources as to appropriateness for educational
purposes.

The Board also recognizes technology allows students access to information sources that have not been pre-
screened by educators using Board approved standards. The Board therefore adopts the following standards
of conduct for the use of computer networks and declares unethical, unacceptable, or illegal behavior as
just cause for taking disciplinary action, limiting or revoking network access privileges, and/or instituting
legal action.

The Board provides access to computer networks/computers for educational purposes only. The Board
retains the right to restrict or terminate student access to computer networks/computers at any time, for any
reason. School district personnel will monitor networks and online activity to maintain the integrity of the
networks, ensure their proper use, and ensure compliance with Federal and State laws that regulate Internet
safety.

Standards for Use of Computer Networks

Any individual engaging in the following actions when using computer networks/computers shall be subject
to discipline or legal action:

A Using the computer networks/computers for illegal, inappropriate or obscene purposes, or
in support of such activities. lllegal activities are defined as activities that violate Federal, State,
local laws and regulations. Inappropriate activities are defined as those that violate the intended
use of the networks. Obscene activities shall be defined as a violation of generally accepted social
standards for use of publicly owned and operated communication vehicles.
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Using the computer networks/computers to violate copyrights, institutional or third party

copyrights, license agreements or other contracts.

C. Using the computer networks in a manner that:

1. Intentionally disrupts network traffic or crashes the network;

2. Degrades or disrupts equipment or system performance;

3. Uses the computing resources of the school district for commercial purposes, financial
gain, or fraud;

4. Steals data or other intellectual property;

5. Gains or seeks unauthorized access to the files of others or vandalizes the data of another
person;

6. Gains or seeks unauthorized access to resources or entities;

7. Forges electronic mail messages or uses an account owned by others;

8. Invades privacy of others;

9. Posts anonymous messages;

10. Possesses any data which is a violation of this Policy; and/or

11. Engages in other activities that do not advance the educational purpose for which computer

networks/computers are provided.

Internet Safety Protection

As a condition for receipt of certain Federal funding, the school district shall be in compliance with the
Children’s Internet Protection Act, the Neighborhood Children’s Internet Protection Act, and has installed
technology protection measures for all computers in the school district, including computers in media
centers/libraries. The technology protection must block and/or filter material and visual depictions that are
obscene as defined in Section 1460 of Title 18, United States Code; child pornography, as defined in Section
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2256 of Title 18, United States Code; are harmful to minors including any pictures, images, graphic image
file or other material or visual depiction that taken as a whole and with respect to minors, appeals to a
prurient interest in nudity, sex, or excretion; or depicts, describes, or represents in a patently offensive way,
with respect to what is suitable for minors, sexual acts or conduct; or taken as a whole, lacks serious literary,
artistic, political, or scientific value as to minors.

This Policy also establishes Internet safety policy and procedures in the district as required in the
Neighborhood Children’s Internet Protection Act. Policy 2361 addresses access by minors to
inappropriate matter on the Internet and World Wide Web; the safety and security of minors when
using electronic mail, chat rooms, and other forms of direct electronic communications;
unauthorized access, including “hacking” and other unlawful activities by minors online;
unauthorized disclosures, use, and dissemination of personal identification information regarding
minors; and measures designed to restrict minors’ access to materials harmful to minors.

Notwithstanding blocking and/or filtering the material and visual depictions prohibited in the
Children’s Internet Protection Act and the Neighborhood Children’s Internet Protection Act, the
Board shall determine other Internet material that is inappropriate for minors.

In accordance with the provisions of the Children’s Internet Protection Act, the Superintendent of
Schools or designee will develop and ensure education is provided to every student regarding
appropriate online behavior, including students interacting with other individuals on social
networking sites and/or chat rooms, and cyberbullying awareness and response.

The Board will provide reasonable public notice and will hold one annual public hearing during a
regular monthly Board meeting or during a designated special Board meeting to address and
receive public community input on the Internet safety policy - Policy and Regulation 2361. Any
changes in Policy and Regulation 2361 since the previous year’s annual public hearing will also
be discussed at a meeting following the annual public hearing.

The school district will certify on an annual basis, that the schools, including media
centers/libraries in the district, are in compliance with the Children’s Internet Protection Act and
the Neighborhood Children’s Internet Protection Act and the school district enforces the
requirements of these Acts and this Policy.
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Consent Requirement

No student shall be allowed to use the school district's’ computer networks/computers and the
Internet unless they have filed with the Principal or designee a consent form signed by the student
and his/her parent(s) or legal guardian(s).

Violations

Individuals violating this Policy shall be subject to the consequences as indicated in Regulation
2361 and other appropriate discipline, which includes but are not limited to:

1. Use of the network only under direct supervision;
2. Suspension of network privileges;

3. Revocation of network privileges;

4. Suspension of computer privileges;

5. Revocation of computer privileges;

6. Suspension from school,;

7. Expulsion from school; and/or

8. Legal action and prosecution by the authorities.

N.J.S.A. 2A:38A-3
Federal Communications Commission: Children’s Internet Protection Act
Federal Communications Commission: Neighborhood Children’s Internet Protection Act
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7520 LOAN OF SCHOOL EQUIPMENT

School equipment may be loaned to responsible community
groups for a worthy educational, civic or charitable purpose

when:

1. The. group borrowing the equipment agrees to accept
responsibility for repairing or replacing any equipment
damaged or lost while in its possession;

2. The equipment is not both unusually expensive and also
subject to easy damage;

3. The equipment is in good condition;

4. The group will provide a competent operator for any

machines loaned.

School equipment may be removed from school property by
pupils or staff members only when such equipment is necessary to
accomplish tasks arising from their school or job
responsibilities.. The consent of the Principal and/or Business
Administrator is required for such removal.

Adopted: 3 May 2004
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7523 SCHOOL DISTRICT PROVIDED TECHNOLOGY DEVICES TO STUDENTS

[See POLICY ALERT No. 199]

The Board of Education may provide technology devices to students in the district for school district
authorized use only. The purpose of this Policy is to establish general guidelines for the issuance and
utilization of any school district technology device provided to students of this district. For the purposes
of this Policy, "technology device" or "device" shall include, but not be limited to, portable devices such
as computers, laptops, tablets, cellular telephones, or any other computing or electronic devices the school
district provides to students to be used as part of their educational program.

A technology device made available to students will not be considered a textbook or supply, as defined in
N.J.S.A. 18A:34-1, mandatory to a successful completion of the classroom curriculum. Therefore,
because a technology device defined in this Policy is not mandatory to a successful completion of a
student’s classroom curriculum, a student will not be required to obtain a technology device provided by
the school district as defined in this Policy. In the event the school district provides a technology device
that is deemed mandatory to a successful completion of the classroom curriculum, the district will provide
students with such a technology device consistent with its textbook or supply policies. Nothing in this
Policy prohibits a student from using their personal technology device in accordance with school rules
and regulations.

A technology device provided by the school district may include pre-loaded software. A student is
prevented from downloading additional software onto the technology device or tampering with software
installed on the technology device. Only school district authorized staff members may load or download
software onto a school district provided technology device.

To receive a school district provided technology device, the parent and student must sign a School District
Provided Technology Device Form requiring the parent and the student to comply with certain
provisions. These provisions may include, but are not limited to:

1. A school district provided technology device must be used only by the student for school
district authorized use;

2. A student shall comply with the school district’s acceptable use of technology policies,
which shall be attached to the School District Provided Technology Device Form, in
their use of any school district provided technology device;

3. Any school district provided technology device loaned to a student must be returned to
the school district in the condition it was initially provided to the student considering
reasonable use and care by the student;

© 2018 Strauss Esmay Associates, LLP
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4. The parent or student shall be responsible to reimburse the school district the cost of any
technology device that is lost, damaged beyond reasonable use or beyond its value,
abandoned, missing, stolen, or cannot be returned to the district in accordance with the
terms of the School District Provided Technology Device Form;

5. The district may require, or offer as an option, depending on the type of technology
device provided to the student, an insurance policy to be purchased by the parent or
student that would cover certain losses or damage to a technology device during the time
period the student has possession of the device. The parent or the student shall pay any
insurance policy required deductibles in the event of a loss;

6. In the event the school district does not require the purchase of an insurance policy for a
technology device or the parent or student elects not to purchase optional insurance, the
parent and/or student shall be responsible for any loss or damage to the technology
device in accordance with the terms of the School District Provided Technology Device
Form;

7. A student will be required to report any hardware or software problems in the operation
of the device to the school district staff member, designated on the School District
Provided Technology Device Form, within two school days of the commencement of the
problem;

8. A student must report to the school district staff member designated on the School
District Provided Technology Device Form within two school days in the event the
technology device has been damaged or is missing;

9. A parent or student is required to immediately file a police report in the event it is
believed the technology device has been stolen. Within one school day after filing a
police report, a parent or student shall complete the School District Provided Technology
Device Loss Form and submit the completed Loss Form and a copy of the police report
to the Principal or designee;

10. A student shall be required to provide routine cleaning and care of the device in
accordance with school district cleaning and care guidelines;

11. The student shall have the technology device in their possession in school as required;
and
12. Any other provisions the Superintendent of Schools determines should be included on

the School District Provided Technology Device Form.

© 2018 Strauss Esmay Associates, LLP
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The school district will provide the student and parent with written or electronic notification that the
technology device provided by the school district may record or collect information on the student’s
activity or the student’s use of the technology device if the device is equipped with a camera, global
positioning system, or other feature capable of recording or collecting information on the student’s
activity or use of the device. This notification shall also include a statement that the school district shall
not use any of the capabilities in a manner that would violate the privacy rights of the student or any
individual residing with the student. The parent shall be required to acknowledge receipt of this
notification and the parent acknowledgement shall be retained by the Principal or designee for as long as
the student retains the use of the school district provided technology device. The parent
acknowledgement and a signed School District Provided Technology Device Form shall be required
before the issuance of a technology device to a student. In accordance with the provisions of P.L.. 2013,
Chapter 44, a school district failing to provide this notification shall be subject to a fine of $250 per
student, per incident. The fine shall be remitted to the New Jersey Department of Education, and shall be
deposited in a fund that shall be used to provide laptop or other portable computer equipment to at-risk
students as defined in N.J.S.A. 18A:7F-45.

Students shall comply with all school district policies for the use of a school district provided technology
device. A student shall be subject to consequences in the event the student violates any school district
policy, including the district’s acceptable use policies; student code of conduct; any provision of this
Policy; or any provision of the School District Provided Technology Device Form.

N.J.S.A. 18A:34-1
PL. 2013, Chapter 44 — “The Anti-Big Brother Act”

Adopted:
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R 1570 INTERNAL CONTROLS (M)

[See POLICY ALERT Nos. 182 and 188]

A.

B.

Segregation of Business Duties and Organizational Structure

The school district shall evaluate business processes annually and allocate
available resources appropriately in an effort to establish a strong control
environment.

The School Business Administrator/Board Secretary shall identify processes that
when performed by the same individuals are a violation of sound segregation of
duties. The School Business Administrator/Board Secretary shall segregate the
duties of all such processes among Business office staff based on available district
resources, assessed vulnerability and the associated cost-benefit, except as
required by a. and b. below.

a. The functions of human resources and payroll shall be segregated and
completed by different employees in all districts.

b. The functions of purchasing and accounts payable shall be segregated and
completed by different employees in all districts.

The district shall include in the Comprehensive Annual Financial Report (CAFR)
a detailed organizational chart for the Central Office that tie to the district’s
position control logs, including but not limited to, the business, human resources,
and information management functions.

Standard Operating Procedures (SOPs) for Business Functions

The school district shall establish SOPs for each task or function of the business
operations of the district by December 31, 2009.

The SOP Manual shall include sections on each routine task or function of the
following areas:

© 2020 Strauss Esmay Associates, LLP
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a. Accounting including general ledger, accounts payable, accounts
receivable, payroll and fixed assets, and year-end procedures for each;

b. Cash management;

c. Budget development and administration including tasks such as
authorization of transfers and overtime;

d. Position control;
e. Purchasing including such tasks as preparation of requisitions, approval of

purchase orders and encumbering of funds, bid and quote requirements,
and verification of receipt of goods and services;

f. Facilities including administration of work and health and safety;
g. Security;
h. Emergency preparedness;
1. Risk management;
J- Transportation;
k. Food service;
1. Technology systems; and
m. Information management.
3. A standard operating procedure shall be established that ensures office supplies

are ordered in appropriate quantities, maintained in appropriate storage facilities,
and monitored to keep track of inventory.

C. Financial and Human Resource Management Systems, Access Controls

1. School districts with budgets in excess of $25,000,000 or with more than 300
employees shall maintain an Enterprise Resource Planning (ERP) System which
integrates all data and processes of the school district into a unified system. The

© 2020 Strauss Esmay Associates, LLP
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ERP system shall use multiple components of computer software and hardware
and a unified database to store data for the various system modules to achieve the
integration.

Districts affected by C.1. above that do not have an ERP system in place
on July 1, 2008 shall fully implement one by the 2010-2011 school year
and maintain both the existing system(s) and run a beta test ERP system
during the 2009-2010 school year.

Whenever considering financial systems or the automation of other services or
functions, the Superintendent of Schools or School Business Administrator/Board
Secretary shall notify the Executive County Superintendent in writing to see if
opportunities for a shared service system exist.

Access controls shall be established for key elements of financial systems to
ensure that a single person does not have the ability to make system edits that
would violate segregation of duties controls.

The process for creating, modifying, and deleting user accounts shall
include the use of user access request forms.

All requests for financial applications shall be approved and specified by
the School Business Administrator/Board Secretary.

All requests for network access shall be granted by the head of the
technology department, if one exists.

A review of user access shall be conducted yearly at a minimum by the
relevant department managers and an audit trail should be maintained to
verify the performance of this review.

Access to the network and key applications within a district shall be
restricted to authorized users through the use of unique user names and
passwords.

Proper protocols shall be implemented that appropriately address
password expiration and complexity.

Personnel Tracking and Accounting

© 2020 Strauss Esmay Associates, LLP
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1. The school district shall maintain an accurate, complete, and up-to-date automated
position control roster to track the actual number and category of employees and
the detailed information for each. Districts are required to maintain a position
control roster by December 31, 2009. The position control roster shall:

a. Share a common database and be integrated with the district's payroll
system;

b. Agree to the account codes in the budget software;

C. Ensure that the data within the position control roster system includes, at a

minimum, the following information:
(1) The employee’s name;
(2) The date of hire;

3) A permanent position tracking number for each employee
including:

(a) The expenditure account codes for the general fund
consistent with the State prescribed budget, special revenue
fund and enterprise funds;

(b) The building(s) the position is assigned;

(c) The certification title and endorsement held, as applicable;

(d) The assignment position title as follows:

1. Superintendent or
Chief School
Administrator;

1l. Assistant
Superintendent;

1ii. School Business

© 2020 Strauss Esmay Associates, LLP
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Administrator;
Board Secretary
(when other than 1.,
ii., or iii. above);
Principal;

Vice Principal;
Director;
Supervisor;

Facilitator;

Instructional Coach
by Subject Area;

Department Chairperson
by Subject Area;

Certificated
Administrator —
Other;

Guidance;

Media Specialist/
Librarian;

School Nurse;
Social Worker;

Psychologist;

xviii. Therapist — OT;

1886 Hinds Road, Suite 1, Toms River, NJ 08753
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(6)
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xix.  Therapist — PT;
xx.  Therapist — Speech;

xxi.  Certificated Support
Staff — Other;

xxil. Teacher by Subject Area;
xxl1il. Instructional Assistants;

xxiv. Certificated
Instructional-Other;

xxv. Aides supported by IEP;
xxvi. Other Aides;
xxvil. Maintenance Worker;
xxviii.Custodian;
xxix. Bus Driver;
xxxX. Vehicle Mechanic;
xxxi. Food Service; and
xxxii. Other Non-certificated.
A control number for substitute teachers;
A control number for overtime;
A control number for extra pay;

The status of the position (filled, vacant, abolished, etc.);

© 2020 Strauss Esmay Associates, LLP
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(11)
(12)

(13)

Adopted:
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An indication, when available, of whether the employee is retiring
in the budget year or not being renewed including associated costs
such as contractual buyouts, severance pay, paid vacation or sick
days, etc;

Each of the following: base salary, step, longevity, guide, stipends
by type, overtime and other extra compensation;

The benefits paid by the district, net of employee reimbursements
or co-pays, by type of benefit and for FICA and Medicare;

The position's full-time equivalent value by location;
The date the position was filled; and

The date the position was originally created by the Board. If the
date the position was originally created is not available, this item
shall represent the date the person currently filling that position
was approved by the Board.
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R 2361 ACCEPTABLE USE OF COMPUTER NETWORKS/ COMPUTERS AND RESOURCES

[See POLICY ALERT Nos. 137, 157 and 197]

The school district provides computer equipment, computer services, and Internet access to its
students and staff for educational purposes only. The purpose of providing technology resources
is to improve learning and teaching through research, teacher training, collaboration,
dissemination and the use of global communication resources.

For the purpose of this Policy and Regulation, “computer networks/computers” includes, but is
not limited to, the school district’s computer networks, computer servers, computers, other
computer hardware and software, Internet equipment and access, and any other computer related
equipment.

For the purpose of this Policy and Regulation, “school district personnel” shall be the person(s)
designated by the Superintendent of Schools to oversee and coordinate the school district’s
computer networks/computer systems. School district personnel will monitor networks and
online activity, in any form necessary, to maintain the integrity of the networks, ensure proper
use, and to be in compliance with Federal and State laws that regulate Internet safety.

Due to the complex association between government agencies and computer networks/computers
and the requirements of Federal and State laws, the end user of the school district’s computer
networks/computers must adhere to strict regulations. Regulations are provided to assure staff,
community, students, and parent(s) or legal guardian(s) of students are aware of their
responsibilities. The school district may modify these regulations at any time. The signatures of
the student and his/her parent(s) or legal guardian(s) on a district-approved Consent and Waiver
Agreement are legally binding and indicate the parties have read the terms and conditions
carefully, understand their significance, and agree to abide by the rules and regulations
established under Policy and Regulation 2361.

Students are responsible for acceptable and appropriate behavior and conduct on school district
computer networks/computers. Communications on the computer networks/computers are often
public in nature and policies and regulations governing appropriate behavior and
communications apply. The school district’s networks, Internet access, and computers are
provided for students to conduct research, complete school assignments, and communicate with
others. Access to computer networks/computers is given to students who agree to act in a
considerate, appropriate, and responsible manner. Parent(s) or legal guardian(s) permission is
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required for a student to access the school district’s computer networks/computers. Access
entails responsibility and individual users of the district computer networks/computers are
responsible for their behavior and communications over the computer networks/computers. It is
presumed users will comply with district standards and will honor the agreements they have
signed and the permission they have been granted. Beyond the clarification of such standards,
the district is not responsible for the actions of individuals utilizing the computer
networks/computers who violate the policies and regulations of the Board.

Computer networks/computer storage areas shall be treated in the same manner as other school
storage facilities. School district personnel may review files and communications to maintain
system integrity, confirm users are using the system responsibly, and ensure compliance with
Federal and State laws that regulate Internet safety. Therefore, no person should expect files
stored on district servers will be private or confidential.

The following prohibited behavior and/or conduct wusing the school district’s
networks/computers, includes but is not limited to, the following:

1. Sending or displaying offensive messages or pictures;

2. Using obscene language and/or accessing material or visual depictions that are
obscene as defined in section 1460 of Title 18, United States Code;

3. Using or accessing material or visual depictions that are child pornography, as
defined in section 2256 of Title 18, United States Code;

4. Using or accessing material or visual depictions that are harmful to minors
including any pictures, images, graphic image files or other material or visual
depictions that taken as a whole and with respect to minors, appeals to a prurient
interest in nudity, sex, or excretion;

5. Depicting, describing, or representing in a patently offensive way, with respect to
what 1s suitable for minors, sexual acts or conduct; or taken as a whole, lacks
serious literary, artistic, political, or scientific value as to minors;

6. Cyberbullying;
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7. Inappropriate online behavior, including inappropriate interaction with other
individuals on social networking sites and in chat rooms;

8. Harassing, insulting, or attacking others;
0. Damaging computers, computer systems, or computer networks/computers;

10. Violating copyright laws;

I1. Using another’s password;

12. Trespassing in another’s folders, work or files;

13.  Intentionally wasting limited resources;

14. Employing the computer networks/computers for commercial purposes; and/or
15.  Engaging in other activities that do not advance the educational purposes for

which computer networks/computers are provided.
INTERNET SAFETY
Compliance with Children’s Internet Protection Act

As a condition for receipt of certain Federal funding, the school district has technology
protection measures for all computers in the school district, including computers in media
centers/libraries, that block and/or filter material or visual depictions that are obscene, child
pornography and harmful to minors as defined in 2, 3, 4, 5, 6, and 7 above and in the Children’s
Internet Protection Act. The school district will certify the schools in the district, including
media centers/libraries are in compliance with the Children’s Internet Protection Act and the
district complies with and enforces Policy and Regulation 2361.

Compliance with Neighborhood Children’s Internet Protection Act

Policy 2361 and this Regulation establish an Internet safety protection policy and procedures to
address:
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1. Access by minors to inappropriate matter on the Internet and World Wide Web;

2. The safety and security of minors when using electronic mail, chat rooms, and
other forms of direct electronic communications;

3. Unauthorized access, including “hacking” and other unlawful activities by minors
online;

4. Cyberbullying;

5. Inappropriate online behavior, including inappropriate interaction with other
individuals on social networking sites and in chat rooms;

6. Unauthorized disclosures, use, and dissemination of personal identification
information regarding minors; and

7. Measures designed to restrict minors’ access to materials harmful to minors.

Notwithstanding the material or visual depictions defined in the Children’s Internet Protection
Act and the Neighborhood Children’s Internet Protection Act, the Board shall determine Internet
material that is inappropriate for minors.

The Board will provide reasonable public notice and will hold one annual public hearing during
a regular monthly Board meeting or during a designated special Board meeting to address and
receive public community input on the Internet safety protection policy - Policy and Regulation
2361. Any changes in Policy and Regulation 2361 since the previous year’s annual public
hearing will also be discussed at a meeting following the annual public hearing.

Optional
[Notice of the annual public hearing will be advertised in the designated school newspaper.]
Information Content and Uses of the System

Students may not publish on or over the system any information which violates or infringes upon
the rights of any other person or any information which would be abusive, profane, or sexually
offensive to a reasonable person, or which, without the approval of the Superintendent of
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Schools or designated school district personnel, contains any advertising or any solicitation to
use goods or services. A student cannot use the facilities and capabilities of the system to
conduct any business or solicit the performance of any activity which is prohibited by law.

Because the school district provides, through connection to the Internet, access to other computer
systems around the world, students and their parent(s) or legal guardian(s) should be advised the
Board and school district personnel have no control over content. While most of the content
available on the Internet is not offensive and much of it is a valuable educational resource, some
objectionable material exists. Even though the Board provides students access to Internet
resources through the district’s computer networks/computers with installed appropriate
technology protection measures, parents and students must be advised potential dangers remain
and offensive material may be accessed notwithstanding the technology protection measures
taken by the school district.

Students and their parent(s) or legal guardian(s) are advised some systems and Internet sites may
contain defamatory, inaccurate, abusive, obscene, profane, sexually oriented, threatening, racially
offensive, or otherwise illegal or offensive material. The Board and school district personnel do
not condone the use of such materials and do not permit usage of such materials in the school
environment. Parent(s) or legal guardian(s) having Internet access available to their children at
home should be aware of the existence of such materials and monitor their child’s access to the
school district system at home. Students knowingly bringing materials prohibited by Policy and
Regulation 2361 into the school environment will be disciplined in accordance with Board
policies and regulations and such activities may result in termination of such students’ accounts
or access on the school district’s computer networks and their independent use of computers.

On-line Conduct

Any action by a student or other user of the school district’s computer networks/computers that is
determined by school district personnel to constitute an inappropriate use of the district’s
computer networks/computers or to improperly restrict or inhibit other persons from using and
enjoying those resources is strictly prohibited and may result in limitation on or termination of an
offending person’s access and other consequences in compliance with Board policy and
regulation. The user specifically agrees not to submit, publish, or display any defamatory,
inaccurate, abusive, obscene, profane, sexually oriented, threatening, racially offensive, or
otherwise illegal or offensive material; nor shall a user encourage the use, sale, or distribution of
controlled substances. Transmission of material, information or software in violation of any
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local, State or Federal law is also prohibited and is a breach of the Consent and Waiver
Agreement.

Students and their parent(s)or legalguardian(s) specifically agree to indemnify the school district
and school district personnel for any losses, costs, or damages, including reasonable attorneys’
fees incurred by the Board relating to, or arising out of any breach of this section by the student.

Computer networks/computer resources are to be used by the student for his/her educational use
only; commercial uses are strictly prohibited.

Software Libraries on the Network

Software libraries on or through the school district’s networks are provided to students as an
educational resource. No student may install, upload, or download software without the
expressed consent of appropriate school district personnel. Any software having the purpose of
damaging another person’s accounts or information on the school district computer
networks/computers (e.g., computer viruses) is specifically prohibited. School district personnel
reserve the right to refuse posting of files and to remove files. School district personnel further
reserve the right to immediately limit usage or terminate the student’s access or take other action
consistent with the Board’s policies and regulations of a student who misuses the software
libraries.

Copyrighted Material

Copyrighted material must not be placed on any system connected to the computer
networks/computers without authorization. Students may download copyrighted material for
their own use in accordance with Policy and Regulation 2531 - Use of Copyrighted Materials. A
student may only redistribute a copyrighted program with the expressed written permission of
the owner or authorized person. Permission must be specified in the document, on the system, or
must be obtained directly from the author or authorized source.

Public Posting Areas (Message Boards, Blogs, Etc.)

Messages are posted from systems connected to the Internet around the world and school district
personnel have no control of the content of messages posted from these other systems. To best
utilize system resources, school district personnel will determine message boards, blogs, etc. that
are most applicable to the educational needs of the school district and will permit access to these
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sites through the school district computer networks. School district personnel may remove
messages that are deemed to be unacceptable or in violation of Board policies and regulations.
School district personnel further reserve the right to immediately terminate the access of a
student who misuses these public posting areas.

Real-time, Interactive, Communication Areas

School district personnel reserve the right to monitor and immediately limit the use of the
computer networks/computers or terminate the access of a student who misuses real-time
conference features (talk/chat/Internet relay chat).

Electronic Mail

Electronic mail (“email”) is an electronic message sent by or to a person in correspondence with
another person having Internet mail access. The school district may or may not establish student
email accounts. In the event the district provides email accounts, all messages sent and received
on the school district computer networks/computers must have an educational purpose and are
subject to review. Messages received by a district-provided email account are retained on the
system until deleted by the student or for a period of time determinedby the district. A canceled
account will not retain its emails. Students are expected to remove old messages within fifteen
days or school district personnel may remove such messages. School district personnel may
inspect the contents of emails sent by a student to an addressee, or disclose such contents to other
than the sender or a recipient when required to do so by the policy, regulation, or other laws and
regulations of the State and Federal governments. The Board reserves the right to cooperate
fully with local, State, or Federal officials in any investigation concerning or relating to any
email transmitted or any other information on the school district computer networks/computers.

Disk Usage

The district reserves the right to establish maximum storage space a student receives on the
school district’s system. A student who exceeds his/her quota of storage space will be advised to
delete files to return to compliance with the predetermined amount of storage space. A student
who remains in noncompliance of the storage space allotment after seven school days of
notification may have their files removed from the school district’s system.

Security
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Security on any computer system is a high priority, especially when the system involves many
users. If a student identifies a security problem on the computer networks/computers, the student
must notify the appropriate school district staff member. The student should not inform other
individuals of a security problem. Passwords provided to students by the district for access to
the district’s computer networks/computers or developed by the student for access to an Internet
site should not be easily guessable by others or shared with other students. Attempts to log in to
the system using either another student’s or person’s account may result in termination of the
account or access. A student should immediately notify the Principal or designee if a password
is lost or stolen, or if they have reason to believe that someone has obtained unauthorized access
to their account. Any student identified as a security risk will have limitations placed on usage of
the computer networks/computers or may be terminated as a user and be subject to other
disciplinary action.

Vandalism

Vandalism to any school district owned computer networks/computers may result in cancellation
of system privileges and other disciplinary measures in compliance with the district’s discipline
code. Vandalism is defined as any malicious attempt to harm or destroy data of another user, the
system, or any of the agencies or other computer networks/computers that are connected to the
Internet backbone or of doing intentional damage to hardware or software on the system. This
includes, but is not limited to, the uploading or creation of computer viruses.

Printing

The printing facilities of the computer networks/computers should be used judiciously.
Unauthorized printing for other than educational purposes is prohibited.

Internet Sites and the World Wide Web

Option:
Choose one of the following two options:

[Designated school district personnel may establish an Internet site(s) on the World Wide
Web or other Internet locations. Such sites shall be administered and supervised by
designated school district personnel who shall ensure the content of the site complies
with Federal, State, and local laws and regulations as well as Board policies and
regulations.
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OR

Designated school district personnel may not establish an Internet site(s) on the World
Wide Web or other Internet locations. ]

Violations

Violations of the Acceptable Use of Computer Networks/Computers and Resources Policy and
Regulation may result in a loss of access as well as other disciplinary or legal action.

Disciplinary action shall be taken as indicated in Policy and/or Regulation, 2361 - Acceptable
Use of Computer Networks/Computers and Resources, 5600 - Student Discipline/Code of
Conduct, 5610 - Suspension and 5620 - Expulsion as well as possible legal action and reports to
the legal authorities and entities.

Determination of Consequences for Violations
The particular consequences for violations of this Policy shall be determined by the Principal or
designee. The Superintendent or designee and the Board shall determine when school expulsion

and/or legal action or actions by the authorities is the appropriate course of action.

Individuals violating this Policy shall be subject to the consequences as indicated in Board Policy
and Regulation 2361 and other appropriate discipline, which includes but is not limited to:

1. Use of computer networks/computers only under direct supervision;
2. Suspension of network privileges;

3. Revocation of network privileges;

4. Suspension of computer privileges;

5. Revocation of computer privileges;

6. Suspension from school,

7. Expulsion from school; and/or
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8. Legal action and prosecution by the authorities.

Issued:
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